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Evolving regulatory
pressures signal potential
turning point in cyber risk
management strategies
C
yber risk presents an exciting
opportunity for re/insurers,
but as one of the most dynamic
perils in the industry, regulators are
formalizing capital requirements
and quantitative and qualitative
measurements of risk appetite. In
the UK, the Prudential Regulation
Authority (PRA) is now asking
re/insurers to develop a silent cyber
action plan by the end of H1 2019
and will conduct deep-dives on select
firms in H2 to assess how they’re
meeting expectations described in a
2017 supervisory statement. It will
then further assess affirmative cyber
risk via an exploratory stress test later
this year.
As large-scale events and increased
regulatory pressure test risk
management strategies, this is a
critical moment in the evolution of the
cyber product, particularly regarding
silent exposures, and companies
must enhance cyber underwriting
and reinsurance strategies, leverage
innovative modeling capabilities and
develop technical and underwriting
risk talent to continue offering clients
the best security possible.

Silent cyber – challenges
faced by carriers

c Divergence in views of the potential

exposures under Non-Affirmative
Policies
c Keeping pace with rapidly evolving
and interconnected systems, security
protocols and attack vectors
c Modelling capabilities and availability
of data
c Insufficient evidence of reinsurance
programs’ response due to lack of
claims experience
c Challenging direct market conditions
Regulators globally and other
stakeholders are collaborating to
define expectations for firms writing
cyber to protect against attacks like
WannaCry and NotPetya. These
events demonstrated the speed at
which a cyberattack can spread
and the catastrophic potential of
silent cyber, with PCS Global Cyber
attributing around 90 percent of
industry loss from Petya-related
cyberattacks to silent cyber. The
systemic damages also shifted the
conversation from data breach,

April 2019

notification costs and third-party
liability to first-party liability and
business interruption.
In 2017 the European Insurance
and Occupational Pensions Authority,
in its first attempt to quantify silent
cyber, surveyed 13 re/insurers from
across Europe based on their expertise
and cyber exposures. In 2018, the
German regulator surveyed insurers
on IT governance, own system
landscape and measures to respond to
cyberattacks. The EU-US Insurance
Dialogue Project, started in 2012,
aims to enhance understanding
between the European Union and the
United States, and a study by the US
National Association of Insurance
Commissioners and the Center
for Insurance Policy and Research
titled Cyber Risk Insurance Market
Advances, Challenges and Regulatory
Concerns is forthcoming.
Between 2015 and 2016, the PRA
asked re/insurers it regulates to
identify and assess their exposure
to affirmative and silent cyber. The
results showed that clear strategies,
defined risk appetites and robust
methods for quantifying exposures
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were still developing, as well as an
uncertainty regarding the response
of reinsurance programs and a
limited ability for risk managers to
challenge business strategies. At that
time, the PRA also noted pricing
had not developed sufficiently and
there was insufficient investment in
internal cyber expertise. In response,
it issued a supervisory statement
in 2017 detailing its expectations
for managing non-affirmative
cyber risk, setting clearly-defined,
board-approved cyber strategies
and risk appetites and developing
their expertise. It also suggested
addressing silent cyber by considering
adjustments to premiums to offer
explicit cover, or by introducing
exclusions or sub-limits. In 2018, it
conducted a follow-up survey which
suggested progress has been made,
but more work is needed, particularly
regarding silent cyber.
In January, the PRA issued a letter
to CEO’s outlining survey findings,
including high silent cyber risk in
casualty, financial, motor and A&H
lines. Views of silent exposure within
property, marine, aviation and
transport and miscellaneous lines
varied. The survey also found firms’
quantitative assessments of nonaffirmative risk are underdeveloped,
with only the most advanced
companies conducting detailed
analyses for all products by bringing
together underwriting, risk, claims,
IT and actuarial departments. This
often included policy wording reviews.
There continues to be little evidence
that reinsurance programs will
respond as planned to a silent
cyber event.
The survey also indicated a
widening of affirmative cyber
coverage for business interruption,
contingent business interruption, and
reputational damage, yet a significant
divergence in modeled losses among
companies. This underlines the
inherent uncertainty in available cyber
models and the lack of reliable claims
data, but carriers understand outputs
should be reviewed against internal
metrics. The heightened need for
formalized risk appetites and boardagreed cyber strategies increases the
importance of developing bespoke
scenarios for particular portfolios,
but there has been limited progress
on modeling non-affirmative cyber
risk despite industry recognition of
the need to continuously develop its
cyber knowledge.

“

Regulators
globally and other
stakeholders are
collaborating to
define expectations
for firms writing
cyber to protect
against attacks
like WannaCry and
NotPetya”

In conclusion, the PRA outlined
its expectations of firms for the
remainder of 2019. At this possible
inflection point in the industry, Guy
Carpenter is well-positioned to help
re/insurers respond to regulatory
pressures. Guy Carpenter’s Cyber
Center of Excellence has expanded
since structuring the first cyber
reinsurance product in 1999,
establishing hubs in New York,
London, Singapore and Australia
to help clients identify, assess and
mitigate affirmative and silent cyber
risk.
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an extensive database of economic
cyber losses.
Guy Carpenter also advises carriers
which lines of coverage to include
in exposure studies, helping identify
exclusions within policy forms for
review and ensure contract certainty
for confidence in reinsurance
response. Our broking team and
global contract analysts execute and
understand the most widely-used
cyber wordings. Guy Carpenter can
also identify potential silent exposures
in both property and casualty policies,
particularly in professional liability
and casualty lines where cyber cannot
be reasonably excluded, and monitors
important legal developments in
contract interpretation.
Guy Carpenter is committed to
being our clients most trusted advisor
in affirmative and silent cyber risk
and delivering innovative cyber
reinsurance services and solutions to
help them meet the approaching PRA
deadlines. As other regulatory regimes
consider similar risk assessment
frameworks, we are actively helping
clients manage cyber accumulation
and secure the best risk transfer
solutions to support business plans.

“

 uy Carpenter can identify potential silent
G
exposures in both property and casualty policies,
particularly in professional liability and casualty lines
where cyber cannot be reasonably excluded, and
monitors important legal developments in contract
interpretation”

Because of the developing nature
of cyber risk and the fact that the
ramifications of a loss event can
take years to discover, quantify and
attribute, there is limited historical
data on which to base modeling
assumptions. Our strategic 2016
alliance with CyberCube Analytics,
formerly part of Symantec, pioneered
the first stochastic cyber aggregation
model with an inside-out view of
risk, which we now license. We also
license RMS’s Cyber Accumulation
Management System, which includes
five affirmative cyber scenarios, for
which five return periods can be
modeled, and five non-affirmative
scenarios. These platforms
complement Guy Carpenter’s
proprietary model GC ForCas Cyber®,
which produces a non-cat view of
gross loss distributions using an
experienced-based approach and

April 2019

Guy Carpenter has a proven track
record in the cyber space, including
a diverse array of standalone
placements executed globally, and
continues to provide unparalleled
engagement with carriers on their
reinsurance strategies.
Siobhan O’Brien
Head of the Cyber Centre of
Excellence for International
and Global Specialties,
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