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Secure your firm
for the future
At Travelers we use our expertise, our global network and
our experience to deliver solutions that enable you to focus
confidently on reaching higher and achieving more. We
are committed to building genuine partnerships with other
experts to ensure the best outcome for our customers.
This is the first of a series of quarterly cyber bulletins from
Travelers to provide valuable insights into the emerging
trends and cyber risks within the legal sector. According to
the 2018 PWC Law Survey, 82% of the Top 100 law firms
are concerned about Cyber. With GDPR in place since May
2018 and over 60% of firms reportedly suffering a security
incident during the last 12 months, Cyber remains a key topic
for discussion.
We have partnered with the experts at XCyber®, to deliver
this report. They produce intelligence-led, data-driven and
evidence-based reporting which enables decision making
across clients’ cyber strategies.

IN ASSOCIATION WITH

Individuals Have Become an
Unconventional Attack Surface
A body of intelligence continues to show that
company executives and key employees are
explicitly targeted by threat actors as a way of
circumventing traditional corporate cybersecurity measures.
There is already a recognition that human error
and social engineering are the soft underbelly
of any business’ cyber defence, and as a result,
it has also become the easiest way to steal a
firm’s confidential information or target its
money – including by manipulating invoices and
payment instructions to clients.
Criminals have realised that the best way to
target law firms, in particular, is to target the
individual practitioner – particularly if the
criminals can ‘bridge the gap’ between that
individual’s personal and business cyber lives.
There are vulnerabilities in humans that can
be exploited, and this has become a common
theme in corporate espionage also. Groups have
been known to target personal email accounts,
such as Gmail, with phishing emails or stolen
passwords, and from there target snippets of
business information – such as attachments
within meeting appointments, synced between
corporate and personal calendars.
Mitigating this threat is not solely a
controls problem – nor would it typically be
appropriate for an organisation to dictate
how individuals live their lives. A balance can
be struck, and for most a simple exercise in
understanding one’s own online footprint
- and the potential cyber risks therein –
provides illuminating insights and reassurance
for both businesses and individuals alike.

Valuable data held by law firms;
cyber-attacks predicted to
increase
Law firms hold vast amounts of valuable,
sensitive information that is considered to
be of great value to perpetrators of cyberattacks, particularly for financial gain.
Smaller firms who lack the security measures
employed by the larger firms are likely to be at
more risk, and larger firms are likely to suffer
from occasional gaps or lapses in cybersecurity as a result of their size, complexity
and operating footprint.
In addition to targeting law firms directly,
criminal networks continue to profit from
misuse of a firm’s brand identity – particularly
in respect of fraudulent phishing emails
directed at clients, rather than the firm, and
existing outside organisational controls.
One of the most well-known attacks affecting
firms in this way is the manipulation of
invoices and payment instructions to clients
during transmission, particularly in respect of
targeting home buyers and their conveyancers
to edit deposit instructions.
Another common approach has originated
from dishonest stock traders, who have
targeted M&A and similar information within
law firms to inform trading positions based on
insider knowledge.

Law firms were victims of recent
Phishing attack
Our investigations identified that, in April 2019,
a number of law firms had their email accounts
compromised. The compromised accounts
were used to propagate further attacks on
colleagues or other law firms whereby the email
would not appear suspicious as it appeared to
be from a trusted source.
One such phishing campaign directed against
law firms was noted to use a PDF document in
an attachment directing users to a fake landing
page that was made to look like a OneDrive
account login. Users were asked to enter
credentials (usernames and passwords) to view
the PDF. No malware signatures were identified
within the attack, increasing the likelihood
that this attack would have slipped through
standard anti-virus detection software. A total
of 48 malicious domains and IP addresses were
contacted if the link was clicked, which in turn
downloaded a total of 320 files onto the system
without the user’s knowledge.

Notorious hacking group “The
Dark Overlord” allegedly hacked
U.S law firm
In late December 2018, one of the more wellknown organised cybercrime groups known as
“The Dark Overlord” publicly announced on
Twitter that they had obtained data regarding
litigation information stemming ‘from the 911
attacks’. The since deleted post stated:
“If you’re one of the dozens of solicitor
firms who was involved in the litigation, a
politician who was involved in the case, a law
enforcement agency who was involved in
the investigations, a property management
firm, an investment bank, a client of a client,
a reference of a reference, a global insurer
or whoever else, you’re welcome to … make
a request to formally have your documents
and materials withdrawn from any eventual
public release of the materials. However,
you’ll be paying us”
The data is believed to have been stolen from
an American law firm that was hacked in April

Methods of attack
The following methods of attack are likely to the most commonly deployed against law firms:

Phishing Emails
Phishing is the fraudulent attempt to obtain
sensitive information such as usernames,
passwords and credit card details by
disguising oneself as a trustworthy entity in
an electronic communication.

Poor Password Security
Poor password security facilitates the
hacker’s ability to gain access to accounts
using methods such as brute-force attacks,
where multiple password combinations
are tried until access is gained. Even where
such passwords do not pertain to corporate
systems, such as email, cyber criminals are
adept at programmatically attempting access
to third-party services, such as document
storage facilities, social media accounts and
any other part of law firms’ digital footprint
they can leverage to their advantage.

Open Ports & Remote Working
Various computer services/applications
run via ‘ports’; some ports are left publicly
open continually, by mistake, or sometimes
by design, potentially allowing hackers
the opportunity to gain unauthorised
access. Systems designed to support
remote working – such as remote desktop
protocols – are increasingly being targeted,
with an entire ‘black market’ dedicated
to their identification, exploitation and
packaged resale. Criminals can buy readymade access to IT infrastructure.

2018, ultimately exposing all of its clients
and anyone tangentially related or involved
with the law firm. The consensus is that this
type of situation is likely to become more
commonplace as more and more hackers turn
their attention to law firms.
Comment: The Dark Overlord (also
known as the Professional Adversarial
Threat Group) is an international hacker
organisation which garners significant
publicity through database penetration
of high-profile targets, and subsequent
public demands for ransom to prevent
the release of potentially embarrassing
documents. The group heavily rely on
public attention, scrutiny and interest in
monetising their efforts.

State sponsored hacking
of law firms
Law firms continue to be vulnerable to statesponsored attacks from certain countries
including Russia, China and Iran. A study
recently highlighted that a U.S. law firm
specialising in intellectual property law that
had a dedicated China practice - aimed at
assisting Chinese companies entering the
U.S. market - had been targeted by APT10.
APT10 is a name given for a state-sponsored
hacking unit affiliated to the Chinese Ministry
of State Security. The group is believed to
have used stolen user credentials to access
third-party software used by the law firm
and used this access to further encroach
onto internal systems.

Irish law firm victim of man-inthe-middle attack
Reporting from early January 2019 highlighted
that an unnamed Irish law firm had been
the victim of a “man-in-the-middle” attack.
The fraud occurred after an email sent by a
solicitor to the firm’s bookkeeper containing
payment instructions was intercepted. The
bank account details were changed resulting
in the sum of 97 thousand Euros being
transferred to the cyber criminals. The firm
claimed they had been the victim of 2 cyberattacks in a week, the first of which had been
identified and prevented. The second, more
sophisticated attack where the bank details
had been changed was successful with the
cybercriminal withdrawing the money from
the fraudulent bank account immediately.
Comment: A ‘man-in-the-middle’ attack
is a generic name for any cyber-attack
where someone gets in between your
communications and their intended
destination, or vice versa.

Scottish law firms targeted by
email scam
In March 2019, the Law Society of Scotland
highlighted a wave of fraudulent emails
targeting Scottish solicitors and their clients.
Client email accounts were being hacked and
the account was then used to contact their
solicitor to advise of a change of bank account
details and requesting any payment to be
made into the (fraudulent) account.

Pennsylvania law firm fails
to acquit themselves of
hacking blame
Pennsylvania law firm O’Neill reportedly sought
to sue the Bank of America, who they believed
should bear the responsibility when one of
their shareholders was duped into transferring
$580 thousand US Dollars from an Interest
on Lawyers Trust Account (IOLTA) to Hong
Kong-based hackers. A federal judge dismissed
the firm’s claim, citing the unidentified hackers
as the true culprits and ruling that the law
firm must ultimately bear the loss. The case
in late 2018 sets an important precedent
regarding law firms and their cyber security
responsibilities and exposure.

Two U.S. law firms were victims
of GozNym malware attack
In May 2019, the U.S. Dept of Justice said
that two U.S. law firms were the victims of a
“complex transnational organised cybercrime
network”. The unnamed law firms were
based in Washington D.C and Wellesley,
Massachusetts. The firms were both victims
of the GozNym malware, which was designed
to capture online banking login credentials –
subsequently enabling the criminals to login to
the captured accounts and move money into a
global network of accounts.
The group behind GozNym resided in Russia,
Georgia, Ukraine, Moldova and Bulgaria and
prior to being shut down by U.S and European
law enforcement cooperation, had hoped to
steal over $100 million U.S Dollars.

Portugal’s largest law firm victim
of cyber-attack
In January 2019, it was revealed that the
leading Portuguese law firm PLMJ was
hacked, likely in late 2018. Hackers gained
access to PLMJ systems and subsequently
published confidential information regarding
an investigation into corruption within the
Benfica football club onto a football themed
blog entitled “Mercado de Benfica.”

Singapore Law Society highlights Law firms lag behind in DMARC
high proportion of email
implementation
“scams”, April 2019
In late May 2019, the Law Society of Singapore
held an unprecedented press conference
regarding an alarming number of email scams
being carried out in April 2019. The victims
were clients of law firms. The perpetrators
would email the clients who were buyers in
a property transaction in the guise of their
solicitor and request fund transfers into
fraudulent accounts.
The scammers were noted to use techniques
such as purchasing domain names that were
almost identical to a genuine firm, and then
using email accounts linked to the fraudulent
domains to fool clients into believing it was
a genuine email (e.g. instead of lawyer@
lawfirm.com.sg the hackers would use
lawyer@lawfirm-com.sg). A substantial
undisclosed sum and 300 thousand Singapore
Dollars were allegedly transferred using this
attack vector.

Currently only 10% of the top 100 global law
firms use DMARC (an email authentication
protocol) at its top protective “reject” setting.
Domain-based Message Authentication,
Reporting & Conformance (DMARC) can
help in limiting the effectiveness of number
of email-based cyber-attacks, such as some
of the methods mentioned previously in this
report. Despite this advice, the legal sector
has been slow to respond.
DMARC protects an email domain by
preventing cyber criminals from directly
spoofing or copying the address and
using it in conjunction with other social
engineering techniques.

About XCyber®
X Cyber Group Ltd (XCyber®), solve
commercial problems with state-grade
intelligence expertise. With management
having an aggregate 200+ years of cyber
experience in the British Government, they
have advised numerous Law Enforcement,
Intelligence and Security Services across the
globe on cyber strategies, including work in
hostile environments.
XCyber focus on producing intelligence-led,
data-driven and evidence-based reporting
which enables decision making across our
clients’ varying needs. Our intelligence is
delivered in qualitative, narrative format,
providing easy to digest and actionable
information.

Once a DMARC entry is published, any
receiving email server can authenticate
incoming email based on the instructions
published by the domain owner within
their DNS entry. If the email passes the
authentication, it will be delivered and
can be trusted. If the email fails the check,
depending on the instructions held within the
DMARC record the email could be delivered,
quarantined or rejected automatically.
It is advised that DMARC is implemented
gradually - starting with a policy of ‘none’
and gradually moving to ‘quarantine’ and
eventually ‘reject’, when the domain user is
confident the system is operating without
any negative impact.
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